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Read this first

1. Read this first

Contacting Dell

ﬁ Note: If you do not have an active Internet connection, you can find contact
information on your purchase invoice, packing slip, bill, or Dell product
catalog.

Dell provides several online and telephone-based support and service options.
Availability varies by country and product, and some service may not be available in
your area. To contact Dell for sales, technical support, or customer service issues:

1. Visit http://support.dell.com

2. Verify your country or region in the Choose A Country/Region drop-down menu at
the bottom of the page.

3. Click Contact Us on the left side of the page.

ﬂ Note: Toll-free numbers are for use within the country for which they are listed.

4. Select the appropriate service or support link based on your needs.

5. Choose the method of contacting Dell that is convenient for you.

Before you start

There are a number of additional pieces of equipment you will require for the successful installation of your
bridge.

Ethernet Cable

You will require a good quality cable of suitable length to go between your network access point and the
iISCSI bridge. This should be marked as certified to Cat 5e and have a RJ45 style connector at the bridge
end.

SAS Cable

The TL24iSCSIXSAS 1 Gb iSCSI bridge uses a “Mini SAS” style connector, or more commonly known as
iPASS connector, with 2 SAS connections per Port. You will require a SAS cable that supports this
connector at the bridge end and the type of connect your peripheral device supports at the other.

If you are in any doubt, please contact your reseller for assistance.
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Safety and Environmental Notices

4. Safety and Environmental Notices

When using this product, observe the danger, caution, and attention notices that are contained in this guide.
The notices are accompanied by symbols that represent the severity of the safety condition. The sections
that follow define each type of safety notice and give examples.

DANGER High voltage!
Risk of electric shock.
= Do not remove cover (or back). No user-serviceable parts
inside.

= Refer servicing to qualified service personnel.

CAUTION  Static sensitive!

\ A discharge of static electricity can damage static-sensitive devices or
‘.L micro circuitry. Proper packaging and grounding techniques are
necessary precautions to prevent damage.

Product warranty caution

The iSCSI bridge contains no user-serviceable components. Only an Authorized Service Center should carry
out any servicing or repairs. Unauthorized repairs or modifications will immediately void your warranty.
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Preface

5. Preface

Thank you for purchasing the DELL Model TL24iSCSIXSAS 1Gb iSCSI to SAS bridge.
The bridge is designed to ensure connectivity between LTO SAS drives installed in a Dell PowerVault
TL24iSCSIXSAS and the network.

The bridge has been designed to ensure that the majority of installations will require the minimum of set up
before use. However, we suggest you read the following as it will guide you through setting up both the
Network and SAS aspects of the iISCSI bridge.

The GUI Management section will guide you through the initial set up required to install the bridge on to your
network.

5.1 Product Description

The iSCSI bridge creates an interface between a network, which utilizes the Ethernet protocol, and
peripherals that use a SAS bus architecture. The internal circuitry of the bridge acts as a two-way interface
converting the data packets that are received from the network into data transfers and electrical signals that
storage devices such as tape drives understand on the SAS bus.

Database Server

Central Backup
Low cost iSCSI Raid
{Email and Documents)

Departmental
Servers with iSCSI

iSCS| Network

TL2000/TL4000
iSCSI bridge
SAS Drive

Database RAID
Figure 1 iSCSI Topology
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Figure 2 Product view

Number | Description

1 LED iSCSI bridge ready (Green).
Should be blinking when the bridge is ready.

2-5 LED SAS ports 1, 2, 3 and 4 (Green).
Should be blinking when there is port activity.

6 Ethernet port.

7 Air vents.

8 Shipping lock (storage location).
9 SAS port.
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Installing the iISCSI bridge

6. Installing the iISCSI bridge

@ Im po rtant: Before you undertake any work on the library, switch off the library and
remove the AC connector from the library.

@ Im portant: Hot plugging is not supported, the unit must be powered off for
installation of the iISCSI bridge card.

There are ten basic steps to install the iISCSI bridge on the Dell PowerVault TL2000:

¢ Remove the blue label that is securing the lock to the blank plate (on the rear panel of the library),
and then remove the shipping lock (see Figure 3).

Figure 3 Remove the shipping lock

e Store the blue label to the top of the library (see Figure 4) and store the shipping lock (see Figure 6).
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Installing the iISCSI bridge

Figure 4 Store the label of the library

¢ Remove the blank plate (see Figure 5) on the rear of the library (you need a #3 Phillips screwdriver).

Figure 5 Remove the blank plate

@ Im portant: If your TL2000 library is without card guide rails for the bridge, please
install the card guide rails (reference the Getting Started Guide).

o Before open the shipping packaging, inspect the box for shipping damage. If you notice any damage,
report it to the shipping company.

e Unpack carefully the iSCSI board and install it into the library.

e Itis advisable to retain all your original packaging material in the event you need to ship the bridge.
To prevent damage the bridge must be shipped in the original packaging material.

Lock the bridge in place with two Thumb Screws (see Figure 6 steps 1, 2).
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Installing the iISCSI bridge

Figure 6 Installing the bridge and store the shipping lock

e Store the shipping lock on the iISCSI board (see Figure 6, step 3).
e Connect the Ethernet cables.

e Connect the SAS cables and peripherals.

e Connect the library power cord.

e Configure the bridge’s host name and IP-address.

There are seven basic steps to installing the iSCSI bridge on the Dell PowerVault TL4000:
¢ Remove the blank plate (see Figure 7) on the rear of the library (you need a #3 Phillips screwdriver).

Figure 7 Remove the blank plate on the PowerVault TL4000

Page 12 Dell Model TL24iSCSIXSAS 1Gb iSCSI to SAS User's Guide Rev.C




Installing the iISCSI bridge

e Unpack the iSCSI board and install it into the Library (see Figure 8, and Figure 10 stepl).

Figure 8 Installing the bridge in the PowerVault TL4000

Installing a second bridge in the PowerVault TL4000 with e.g. (four HH SAS Drives).

Figure 9 Remove the second blank plate on the PowerVault TL4000
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Installing the iISCSI bridge

Figure 10 Installing the second bridge in the PowerVault TL4000

e Lock the bridge in place with two screws (see Figure 8 and Figure 10 step 2).
e Connect the Ethernet cables.

e Connect the SAS cables and peripherals.

e Connect the library power cord.

e Configure the bridge’s host name and IP-address.

The iSCSI bridge can be used on the following network configurations:
e 1000BaseT (Gigabit)

It is not necessary to specify which network type you are connected to as the iSCSI bridge will automatically
select the correct network speed upon power up.

The connection to the Ethernet network is via an industry standard RJ45 copper interface on the rear plate of
the unit.

To connect the iISCSI bridge to the Ethernet network, insert the two Cat 5E cables into the connectors on the
unit as shown below. When the plugs are in the correct position a “click” should be heard.
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Installing the iISCSI bridge

6.1 SAS Bus Connections

The SAS bus on the iSCSI bridge is capable of running at high data transfer speeds, however, devices that
operate at slower speeds can still be connected to this SAS bus. In a manner similar to the Ethernet
connection, the iISCSI bridge will automatically negotiate with these devices to obtain their optimal operating
speed upon power up. Each SAS port will support up to 2 SAS connections.

Connect the SAS cable to the rear of the iSCSI bridge as shown below, ensuring that connector is oriented
correctly.

@’ lllllllllllllll
“ "- o

S

= A £

‘\\\\\

4 e

O

[i‘. 4 Q

Figure 11 Connect the SAS and network cables in the PowerVault TL2000
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Installing the iISCSI bridge

Figure 12 Connect the SAS and network cables in the PowerVault TL4000
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Configuring the iSCSI bridge

7. Configuring the iISCSI bridge

Before the iSCSI bridge can be used on the network for the first time, it is necessary to configure a number
of IP parameters. To make this as easy as possible, the iSCSI bridge has a Graphical User Interface (GUI)
that can be accessed via any web browser.

7.1 Initial set up

Connect the iSCSI bridge to the Dell PowerVault drives and the network as described in the previous
sections and power up the unit.

From your web browser, connect to the iISCSI bridge using the IP-address 10.10.10.10

Depending on how the network parameters are set on the machine you are using to access the iSCSI
bridge, it may be necessary to change your network setting on your computer for the initial set up (see
Appendix A and B for further help).

Once you have connected to the GUI you will see the entry page shown below.

‘?wchm-wmmw :
@O -4 hittpe/10.10.10.50 login = |4r| ® |fm= Seavch £ |

8 | A iSCSIBrdge Mansgement Console =] Fiov B - v [ Page v (G Took = 7

D@AL 1.2000/TL4000 1Gb iSCSI to S

Dane @ Intemet | Protected Mode: Off 0% -

Figure 13 Login page

Enter the default password — admin. If the password is entered incorrectly, the following screen will be
displayed.
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Configuring the iISCSI bridge

[ fo ey e e ey e =)
@_O - [ nitpes102020 50/ loginiwrong/ =42 [ ¢ | Live sewrch 2 -
i dht | A iSCS1Brdge Management Consale - Giov B v & v [ Page v G Tooks v "

DAL’ 1.2000/TL4000 1Gb iSCSI to SAS

@ Intemet | Protected Mode OFF 0% -

Figure 14 Invalid Login page

ﬁ Note: We suggest that you change your password at the next possible
opportunity — see section 7.4
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Configuring the iSCSI bridge

The GUI will now display the root selection screen as shown below.

505 Bridge Management Consale - Windows Internet Explares ]
. ¢ I — S e -
T 4 A 50 Dridge Management Console | ] T = B - # o= i Page = (G Tosk =

DAL TL2000/TL4000 1Gb iS

iSCSI Bridge Management Console

Bridge Control
Console Home Choose an option
Beboot System Network
Legaut ﬁ
!
Support Connections P
Online Help
Contact Suppert SCSI Systems

Copyright 2008 DELL Inc

5 Deavice
Management

& Intemet | Protected Mode: Off HIwx -

Figure 15 Main GUI page
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Configuring the iISCSI bridge

7.2 Network Connections

Click on the Connections button under the Network section of the main window. This will now bring up a new
configuration page. See Figure 16. On this page you can configure the network settings.

‘ﬁmm-mmmw
@O = [ bt /10201050 connec trans/ = [4e [ ¢ | Live serch
W @t A Network Connections | | F R —
™ N
DAL’ 1L2000/TL4000 1Gb iSCST
Network Connectlons
Bridge Control
Netwaork Ping
ot st —
Logout
Support
inine ||er
Copyright 2008 DELL Inc
Link State: up
HX Bytes:
[ |
Done @ Intemet | Protected Mode: OFf 0% -

Figure 16 Network configuration page

7.2.1 Setting the Hostname

In this box enter the name you wish to use to address this iISCSI bridge in the future. It is recommended that
you use a hame that is relevant to its location and or, its purpose.

7.2.2 Setting up the Gateway
In this box enter the IP-address of the network gateway.
7.2.3 Setting up the DNS Server

A DNS Server allows the iSCSI bridge to communicate with other network clients via their host name. If you
have a DNS Server on your network, enter the IP-address in this field.
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7.2.4  Setting the IP-address

There are two possibilities when configuring the IP-address of the iISCSI bridge:

e DHCP - this means the bridge will seek out the DHCP-sever on your network and obtain an IP-
address from the server each time it powers up.

e Static IP - the IP-address set in this page will be the IP-address the unit will use each time it powers
up.
Depending on your configuration, either click the DHCP-button or set your Static IP-address.

ﬂ Note: If you select the DHCP-mode, ensure your DHCP-server is set to
automatically update the DNS-server.

7.2.5 Setting the Subnet-Mask

If the bridge is configured to use DHCP the net mask will be issued from the DHCP-server. If you are using a
static IP-address enter the IP-mask in this box.

7.2.6 Setting the Broadcast-Address
Enter in this box your Broadcast-address for your network.
7.2.7 Committing the changes

Once you have configured both of the Network-interfaces, click the save button to save these parameters.
All changes will only take effect after a reboot. Click the reboot option in the left hand pane to reboot the
bridge.

7.2.8 Reconnect to the bridge

If you made changes to your computers network settings, for the initial setup, return them to their previous
setting and reconnect to the bridge using the IP-address or hostname, depending on which addressing mode
you selected.

ﬁ Note: When reconnecting to the bridge the user should flush the arp table in
their PC. This can be achieved by typing arp —d from the cmd line
window.
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7.3 Network Ping

From within the Network configuration page on the left hand side the user can access the ping facility. Click
on the Network Ping on the left hand side and the user will see the following screen.

vy P—

¥ ICMP Ping - ows t orer
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Reboot System
Logout
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Figure 17 Network Ping page

Ping allows the user to send a data packet over a network which will require a response. This is particularly
useful to verify the network connections and that a particular network port is visable.
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7.3.1 Ping a Nework address

To send a ping packet to a network address, enter the IP-address in the host field and the number of pings
to send. By default 5 pings are sent. Click Ping to send the pings. This will take approximately 5 seconds
for 5 pings to complete. A successful ping is shown in Figure 18 below.

@_O -4 hittpe/10.10.00,50/ connectons/ping! = |‘r| ® ”tw: Seavch £ |
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4 &4 bytes from 10.10.10.1: seqe=0 ttl=64 time=0.6 ms
Onling Help 64 bytes frem 10.10.10.1: seg=l tcl=64 time=0.3 ms
€4 byves frem 10.10.10.1: sege2 telwéd cime=(.7 ms
64 bytes frem 10.10.10.1: seq=3 tol=f4 time=0.3 me
641 bycea from 10.10.10.1: seqe4 cel=64 cime=0.6 ma
Copyright 2008 DELL Inc 10.10.10.1 ping atatiscica
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Figure 18 A successful ping
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When a network address is unreachable, the following display will be seen below in Figure 19. If a network
port is unreachable 5 pings can take up to 30 seconds to fail.

Windows Intermes Exp e |
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Dane & Intemet | Protected Mode: Off HIwx -

Figure 19 Failed Ping
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7.4 Setting the Password

This configuration page will allow the user to change the access password for the GUI.
From within the main menu select the Password and Security icon under the Network section.

The GUI will now display the following window.

G+ A pepn010.10 50 secureys v [ 4] ¢ || Live search B
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Figure 20 Network configuration, password page

To change your password, type the existing password and the new password into the appropriate boxes and
press Change Password. The password can be a maximum of 16 characters.

@ Im portant: It is not possible to reset the password without logging into the GUI.
Ensure you remember your password!
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7.5 Network Services

This configuration page will allow the user to configure the IP-addresses for the Network Time Protocol

server and the iISNS-service.
From within the main menu select the Service Control icon under the Network section.

The GUI will now display the following window.
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Figure 21 Network service page

The Network Time Protocol (NTP) is a protocol for synchronizing the clocks of computer systems over the IP

network.

To enable NTP on the bridge, click the tick box “Use NTP” and enter the IP-address for the NTP Server and

then click the save button

Internet Storage Name Service (iISNS) allows for the automated discovery, management, and configuration
of iISCSI devices from a central point. If this option is enabled the bridge will register its resources with a

central iISNS-server.

To enable iISNS on the bridge, click the tick box “Use iISNS” and enter the IP-address for the iISNS-Server

and click the save button.
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7.6 iSCSI Target

This configuration page will allow the user to configure the iISCSI Target. Click on the iISCSI Target icon
under SCSI Systems. The following page will be shown.
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Figure 22 iSCSI Target configuration page

7.6.1 CHAP Settings

CHAP is an authentication scheme used by Servers to validate the identity of clients and vice versa. When
CHAP is enabled, the initiator must send the correct Username and Target Password to gain access to the
iISCSI bridge. The Initiator Secret is provided to allow iISCSI mutual CHAP. If mutual CHAP is selected on the
Initiator, the iISCSI bridge will authenticate itself with the initiator using the initiator secret.

To enable CHAP click the ‘CHAP Enabled’ tick box and enter the following details:
e Username — this is the username that the iSCSI Initiator must use to gain access to the iSCSI bridge

e Initiator Secret — this is the password that the iSCSI bridge will send to the iSCSI Initiator during
mutual CHAP

e Target Secret — This is the secret defined by the iSCSI bridge and will be sent from the ISCSI
Initiator to authenticate the iSCSI Initiator.

The two CHAP secrets must be between 12 and 16 characters long and both Initiator and Target Secrets
must be different.
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7.7 Multipath Settings

Multipath is a method of sending data to an iSCSI target over multiple network connections. These network
connections can be on the same physical network cable or separate network cables. This increases the
data bandwidth to send data over. A user may have a single iISCSI Session for an iSCSI Target, but within
that session may have multiple connections.

iISCSI uses two main network ports, 3260 and 860. Within the Multipath configuration the user can specify
which ports will be made available, 860, 3260 or both.

By default, the bridge will allow up to 10 iSCSI connections per iSCSI Session. However, some initiators will
only allow 1 iSCSI Connection per iSCSI Session and will reject any login to an iISCSI Target that tries to
negotiate more iISCSI Connections. If this is the case, click the compatibility check box and this will limit the
number of connections to 1.
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8. ISCSI Sessions

This page displays the current iISCSI Sessions i.e. iISCSI hosts logged on to the bridge . It displays which
initiator is connected to which Target device. Figure 23 shows a number of iISCSI Session currently logged in
to an iSCSI Target.
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Figure 23 iISCSI Session page

ﬁ Note: It is possible that more than one Initiators to be connected to any target
device or one Initiator to multiple target devices.

It is possible to send a logout request to an initiator by highlighting the initiator’'s session and pressing the
logout button. This will logout an iISCSI Session and all iSCSI Connections associated with that ISCSI
session.

% Note: Many initiators are configured to automatically reconnect after

completing the logout request. If this is the case then the connections
window may not show any change.
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8.1 Device Management

This configuration page will allow the user to configure a number of parameters that control the behavior of
the devices connected to the SAS Bus. From within the main menu select the Device Management section.

The GUI will now display the following window.
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Figure 24 Device Management Page

8.1.1 Global Settings

The first option ‘Persistent LUN by Device’s:" allows the user to select whether SAS Devices are identified by
its WWN or SCSI ID for persistency.

For this product the mapping option is restricted to Multiple Targets with Single LUN — this will present all
SAS devices, whether they are LUNs of a SAS device or not, to appear as an individual IQNs on the iSCSI
interface.
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8.1.2 Individual Device Info

By clicking on the blue triangle in the Device info box you can display further information about each SAS
device.

The expanded information also gives you two further options.

Persistent LUN - if you select this option, the device will always be presented to the iISCSI interface in exactly
the same way — i.e. the same IQN. If the device is disabled or has been removed from the SAS port the IQN
will be reserved and will not be assigned to any other SAS device.

Enabled — This pull down menu option allows you to disable a SAS device from appearing on the iSCSI
interface. This is useful if you wish to reserve a device or to take it out of commission for repair or
replacement at a later date without powering down the bridge.

IQN - iSCSI Qualified Name iSCSI naming convention that uniquely identifies every device. An IQN is up to
255 characters long.

LUN - Logical Unit Number - A LUN is a humber which identifies a sub-element within a SCSI target device.
This is normally used to refer to the device itself.
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9. Maintenance

The following section describes the various pages that are available to the user to monitor the performance,
review the error log, import/export a configuration and update the iISCSI bridge’s firmware.

9.1 System Information

This System information page will allow the user to view the performance of the iISCSI bridge.
From within the main menu, select the System Information icon from the bridge maintenance section.

The GUI will now display the following window
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Figure 25 System information page

Within the top window the following information is displayed:
e Current Firmware Level.
e Serial Number of the PCB within the bridge.

e iSCSI IQN — Each iSCSI device has a unique identifier — this entry shows the IQN for the bridge.

Within System Performance there are 2 bar graphs which provide an approximation of the following
performance parameters:

e Network Speed - This indicates the current performance in MB/s across the network.

e CPU - This indicates the percentage of the time the CPU is occupied undertaking the management
and scheduling the transfer of data between the two interfaces.
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9.2 System Log

This system information page will allow the user to view the log status that the bridge encounters while
running. From within the main menu select the View Log-file icon from the bridge maintenance section.

The GUI will now display the following window.
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Figure 26 System information, log page

If the user wishes to save the log file to his local disk, click on ‘Click Here to Download’. A popup message
will be displayed where the user can specify a meaningful file name and location to save the system log.

After setting the file name and path, select save.
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9.3 Load/Save Configuration

The Load Save Configuration page will allow the user to save the configuration parameters to a local disk
partition and load from it. From within the main menu select the Load Save Configuration icon from the

bridge maintenance section.

The GUI will now display the following window.
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Figure 27 Saving the configuration page

9.3.1 Import Configuration

If the user wishes to load previously saved configuration file, select 'Browse’ from within the 'Import
Configuration’ box, locate the *.bin file that was previously saved, then click 'Upload’ button. The system

settings will now be set.

ﬁ Note:

Page 34

Some of the settings uploaded during this operation may require the
bridge to be rebooted to take effect.
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9.3.2 Export Configuration

Once you have finished configuring your bridge we recommend that you save your configuration data to a
local disk. By doing so, you could save valuable time if the unit requires replacement or if a configuration is
lost during upgrades.

To save the configuration data click on the “Click here to Download” link from within the Export Configuration
window located in the centre of the page.

Depending upon the browser you are using, select the option to save file to disk.
The bridge will now download an encoded file that contains all the configuration settings for the bridge.

ﬂ Note: It is also possible to creating a “Boiler Plate” configuration and loading
this into each new bridge as it is initialised. This can ease the rollout of
multiple bridges within an enterprise.

9.3.3 Restore Defaults

By clicking on this button all the parameters will be set back to the factory defaults. This includes IP-address,
hostname and passwords.

ﬂ Note: We strongly recommend that if you return the bridge for maintenance
that you reset to defaults to protect passwords and other sensitive
information.
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9.4 Firmware Updates

The Firmware Updates page will allow the user to load new firmware into the bridge.
From within the main menu select the Firmware Updates icon from the bridge maintenance section.

The GUI will now display the following window.
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Figure 28 Firmware Update page
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From time to time it may be necessary to upgrade the firmware within the bridge. New versions contain
resolutions to known issues as well as new features and improvements to the functionality of the bridge. It is
advisable to check for the latest release on a regular basis.

New version of the firmware can be downloaded from the Dell web site at:
www.dell.com/support.
Once you have downloaded the new firmware to a local disk drive:
o Click on the browse button to locate the file you have downloaded from the website.
e Then click on the update button.
During the update progress of the update can be displayed. This is shown in Figure 29 below.
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Figure 29 Firmware update progress page
If for some reason the update was not successful or the user wishes to restart the update process, the user

can click on the ‘Restart Firmware Update’ button after the current update has completed. Once the update
has been completed the iSCSI bridge will require a reboot for the new firmware to take effect.
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10. Troubleshooting

10.1 Network Problems

The iSCSI bridge is not visible on the Network.

Under normal operation you should be able to “ping” the network address of the bridge and receive a
response. If this fails, run through the following check list to help you identify the problem.

e Ensure that the bridge is properly plugged into the library and that the library is powered on. Make
sure that the power LED on the bridge is illuminated.

e Ensure that the Ethernet cable is plugged in at both ends.

e Note the status of the LEDs positioned within the Ethernet connector — make sure that the “Link
present” LED is illuminated - If not, check with your Network Administrator.

e If you are using a bridge with two Ethernet ports and only one network cable, try using the other
network address and/or the other network port.

e Ensure you are using the correct network address and subnet-mask.

e Scan the network using a LAN-Scan utility (available via internet) to find all the bridges connected to
the network in case the network address is different from the expected.

¢ If none of the above resolves your problem, then after consulting your Network Administrator, please
contact support.

10.2 Device related Problems

The iSCSI bridge is visible on the Network but no devices appear on the host machine.

Once the bridge has booted and the target devices have finished initializing, these devices should be
available on the host machine. After checking that you have correctly configured the iSCSI initiator, run
through the following checklist to help you identify the problem.

e Ensure that the library and the tape devices are powered on and ready — some libraries can take 5
minutes or more before they are ready and appear on the bridge. (The power up status of libraries is
usually displayed on the front panel).

e Ensure that the cable between the bridge and the tape drives in the library are connected.

e Connect to the bridge via the GUI interface and check that devices are present in the Device
management window and are enabled — you will need to drill down each device entry to see this
option.
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ﬂ Note: If you can “ping” the bridge but the GUI interface fails to appear check
the setting within the Web Browser you are using. If you are directly
connected to the bridge then any proxy setting will require adjustment
and may require you to contact your administrator.

e Ensure that the CHAP settings for the initiator and the bridge are the same.

ﬁ Note: A common mistake is to enable CHAP only for a device after the initial
discovery by the initiator. It will be necessary to remove the address
from the discoveries tab and recreate it with the appropriate CHAP
settings, otherwise any rediscoveries will be attempted without CHAP
and no devices will be returned.

e Force arediscovery from the initiator.
Reboot the library and bridge.
If none of the above resolves your problem, please contact support.

10.3 Poor Performance

e Poor performance can be caused by many different reasons. The following checklist is provided as a
guide to where you may find ways to improve performance.

e Ensure your initiator and bridge are communicating at the fastest possible network speed. Within the
GUI interface in the Network Connections window, select this and check the Link Speed entry in
each of the Link Status Box. This should be 1000Mb/s - if this is 10 or 200Mb/s this will limit the
performance dramatically.

e Packet loss can be a cause of poor performance. Within the Link Status Box check the number of TX
and RX errors for both network interfaces. This should be zero or, a very small number. If these are
showing a large number of errors, check the connections between the bridge and the initiator. Also
check that the entire network cabling between the initiator and the bridge is Cat5e certified.

e By enabling Jumbo packets (increasing the MTU size to 9000 from within the GUI Network
Connections window) you can improve the throughput performance of the bridge. This will only work
if ALL of the components in the infrastructure between the Initiator and the bridge are enabled for
Jumbo packets. That includes the HBA, all switches and routers and the bridge itself. If any of the
components are not enabled or not capable of handling Jumbo packets then unexplainable packet
loss or corruption can happen.

o Data Digests are an extra level of checksum error checking on top of the standard TCP/IP checksum
error checking (configured on the initiator). However, the calculation of these extra checksum can
greatly effect the overall performance. Therefore, Header and Data Digests should only be enabled
where the integrity of the Network connection is in doubt.

e |tis possible to configure the bridge so that the data from the initiator is balanced across both
network connections. Ensure that you have connected and configured them in accordance to
Appendix C and not by enabling the Multipath connection option in the Windows initiator login
screen. You should also check the routing tables in your switches, routers and initiator to ensure
both IP-addresses are not routed down on Network link at any stage.

Also, add the following registry settings:

From the start menu within windows, select run, then type regedit.
In the folder: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\
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Add the following DWORD settings:
GlobalMaxTcpWindowSize = 0x01400000
TcpWindowSize = 0x01400000
Tcpl3230pts = 3

SackOpts =1

ﬂ Note: If you are unsure about editing you system registry settings contact your
system administrator as changing the system registry settings can
damage your system.

e Poor GUI performance. If the bridge is transferring large amounts of data then the response from the

GUI may seem a little slow as the process that controls the GUI has the lowest priority for Network
and CPU resources.
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11. Appendix A

11.1 Setting up your computer for initial set up

If your computer is running Windows 95, 98 or NT follow the instructions below. For users with Windows
2000, 2003, XP, 2008 instructions are detailed in Appendix B.

Network 21x

Configuration I |dentification | Access D:nnln:nll

The following network components are inztalled:
Q Client for Microsoft Nebwark s

88 3Com Fast EtherLink =L 10100Mb T3 Ethemet NIC (309
B8 Dial-Up Adapter

¥ TCPAP -» 3Com Fast EtherLink =L 10/100Mb T Etherng

"3 TCRARP -» Dial-Up &dapter -
1| | 3

Remaowve | Properties |

Frimary Metwork, Logon:
Client for Microzoft Metworks j

Eile and Print Sharng. .. |

D ezcription

TCPAP iz the protocol you use to connect ta the Intemet and
wide-area networks.

O Cancel

In the Network window’s Configuration tab,
Select the TCP/IP entry.
Then the Properties Button.
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10 .10 .10 .11
2bh.2bh . 25656, O

Click on the IP-address tab.

Make a Note of your current set up then:

Click on the Specify an IP-address button.

Enter 10.10.10.11into the IP-address field.

Enter 255.255.255.0 into the Subnet-Mask field.
Finally click the OK button and reboot your computer.

ﬁ Note: Once you have completed the initial set up of the iISCSI bridge, return
your computer to the original settings and reconnect to the iSCSI bridge.
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12. Appendix B

12.1 Setting up your computer for initial set up

If your computer is running Windows 2000, 2003, XP or 2008 follow the instructions below. For users with

Windows 95, 98 or NT instructions are detailed in Appendix A.

&) My Computer N -0 =|
J File Edit ‘iew Faworites Tools  Help ﬁ
J 4=Fack ~ = - | @ search [ Folders £ #History | FrEg P | FEFE R
J Address I@, My Computer j (s
R . Mame + | Tvpe | Total 5
L% - éS‘;& Floppy (&) J4-Inch Floppy Disk
B =ILocal Disk () Local Disk, 13.9
Mf CDI’I‘Ipl.ItEI' @Cnmpact Disc ()  Compact Disc

Select an item ko view its

E2Data on ‘ntserver., .,
Contral Panel

Metwork Drive
Swystem Folder

description.

Displays the files and folders on
wour computer

See also:

My Documents

My Betwork Places
Metwork and Dial-up Conneckions

al

|5 objeck{s) |

|E§'_JI My Compuker

| i
4

From the Desk Top or Start menu, select My Computer.

In the My Computer window select Network and Dial-up Connections positioned in the bottom left hand

corner.
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2 Metwork and Dial-up Connections -0 =|

J File Edit Miew Favorites Tools Advanced  Help ﬁ
J &Back ~ = - | DiSearch L Folders ¢ #History |EE* Lz % & | -

J Address I Metwork and Dial-up Connections j el
=1 e - | Name ¢ | Type
EE L Make Mew Connection
=4=10 100 Ethernet LaM
Network and Dial- - Gigabit Ethernet LAN

up Connections

This Folder contains network,

conneckions far this computer, and
a wizard ko help vou create a new
canneckion, —

To create a new conneckion, click
Make New Connection.

To open a connection, click its icon.

To access settings and components "’| P | | _'I

mF = cammackion vimkbkoclicl ike imen

|3 object(s) | | A

From within the displayed Network and Dial-up Connections select the interface connection that will be
used to connect to the iISCSI bridge — in this example we have selected the Gigabit Ethernet interface.

Gigabit Ethernet Status B 21 x|

General |

— Connection
Statusz; Connected
Druration: 00:25:10
Speed: 1.0 Ghp=

— Activity =

Sent —— 'l =  Heceived

Packets: se7z0 | 85280
Properties I Dizable |

Cloze |

A general status page will be displayed. From within this page select Properties.
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2

General | Sharing I

Cannect using:

I B NETGEAR GAZ1 Gigabit Adapter

Configure |

Carmpanents checked are uzed by this connection:

! Clignt for Microsoft Metworks

[ g2 Network Load Balancing

g File: and Printer Sharing for Microzoft Metworks
[w] " Internet Protocal [TCPAP)

Ingtall... Urningtall Properties

— Description

Allowz your computer to access regournces on a Microzoft
netwark,

¥ Show icon in taskbar when connected

0k | Caricel |

Select the Internet Protocol (TCP/IP) entry and then Properties.

2%

General I

ou can get IP settings assigned automatically if your network. supports
thiz capability. Dtherwize, you need ta azk your netwark adrinizstratar for
the appropriate [P settings.

" Obtain an IP address automatically

—% Lse the following IP address:
IP address: 10 .10 .10 .1

Subnet mask: I 255 . 286 .28 . 0
Default gateway: I : : E

€ Obtain DNE server address automaticall

—{% Lse the following DRS server addreszes:

Prefermed DMS server: I - ; S
Alternate DMS zerver: I : : E

Advanced... |

Ok, | Cancel |

Make a Note of your current set up then:

Click Use the following IP-address.

Enter 10.10.10.11 into the IP-address field.
Enter 255.255.255.0 into the Subnet-Mask field.
Finally click the OK button.

E Note: Once you have completed the initial set up of the iSCSI bridge, return
your computer to the original settings and reconnect to the iISCSI bridge.
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13. Appendix C

13.1 Connecting to an iSCSI Device using the Microsoft iSCSI Initiator
There are many iSCSI Initiators available. However, for the purpose of this user guide we shall concentrate
only on the Microsoft iISCSI Initiator. In this example we have used the Microsoft iISCSI that is available with

Microsoft Vista. However, the following procedure should be identical for all versions of Microsoft iISCSI
Initiator.

13.2 Step 1 — General Set up

Open the iSCSI initiator and then click on the General Tab. You should see a window as shown in Figure 30.

iISCSI Initiator Properties @
_!__E){q@T_argE___ I Volumes and Devices ! RADIUS
General I Discovery I Targets

iSCSI devices are disk, tapes, CDs, and other storage devices on
another computer on your network that you can connect to,

Your computer is called an initiator because it initiates the connection to
the iSCSI device, which is called a target,

Initiator Mame ign. 1991-05. com.microsoft: tarquin-vista
To rename the initiator, dick Change. Change...
To use mutual CHAP authentication for verifying

targets, set up a CHAP secret. Searet

To set up IPsec tunnel mode addresses, :J
dick Set up. Setup

Whiat is iSCSI 2

| OK l [ Cancel ] Apply

Figure 30 Microsoft iISCSI Initiator general tab

In this window the user is able to configure the initiator name, specify the initiator secret and set up the IPsec
connections. For the purpose of this document we shall leave the initiator name as the default. The iISCSI
bridge not support this.
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If you intend to use Mutual CHAP authentication you must enter the Initiator secret on this page.
Click on the secret button and a window should be displayed as in Figure 31.

iSCSI Initiator (23]
Type a CHAP secret to be used to authenticate (verify) targets. The most
secure CHAP secrets are not words and phrases, but a random sequence

of characters. Enter this same CHAP secret on the target so that the
initiator can connect.

CHAP secret:

|
o) (o]

Figure 31 Entering the Initiator CHAP Secret

Enter in the Initiator Secret and click OK. The secret should be between 12 and 16 characters.
Make a note of this secret as you will need to enter this as part of configuring CHAPon the iSCSI bridge

13.3 Step 2 - Discovery of Devices

Before the user can connect to an iSCSI Target, the iSCSI targets must be discovered.
Click on the Discovery tab and you should see a window as in Figure 32.

iISCSI Initiator Properties @
Favorite Targets _! Volumes and Devices RADIUS
General Discovery Targets
Target portals
Address Port Adapter IP address
iSMS servers
MName

[ L5 ] [ Cancel Apply

Figure 32 Discovery Tab
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To add an iSCSI Target portal, click on ‘Add Portal’. The user should how be presented with a window as in
Figure 33.

Add Target Portal |

Type the IP address or DNS name and port number of the portal you want
to add. To select settings for the discovery session to the portal, dick

Advanced.
IP address or DNS name: Port:
I 3260 Advanced...
[ OK. ] | Cancel l

Figure 33 Adding a Target portal

Enter an IP-address for the iISCSI Target. In this example we shall use the IP-address of 10.10.10.50.
Leave the port 3260 unless you have configured your iSCSI bridge only to respond on port 860, in which
case change it to 860. Click on the advanced button to see the advanced options. This is shown in Figure
34.

Advanced Settings @
General rﬁl
Connect by using
Local adapter: [Microsoft iscst Initiator -
Source TP: [pefault -
Target portal:
CRC f Checksum
[ Data digest [T Header digest

[] cHAP logon information

"] Use RADIUS to generate user authentication credentials

[]Use RADIUS to authenticate target credentials

(e

Figure 34 Advanced Discovery Settings

The ‘Connect by using' box allows the user to specify which iISCSI Adaptor to use and the Source IP. The
Local adaptor will only differ from Microsoft iSCSI Initiator setting if an iISCSI Offload card has been installed.
For the purpose of this guide we shall only use the Microsoft iSCSI Initiator. Leaving this setting as Default
will also use the Microsoft iISCSI Initiator.

The Source IP is used to specify upon which network adaptor the discovery will be done. In most cases the
user will want to leave this as default. If multiple network interfaces are installed in the Server and the user
wishes to select a particular interface, select the IP-address of that network interface from the pull down list.
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CRC/Checksum settings allow the user to specify whether the discovery is done using Data and/or Header
Digests. Unless the iSCSI device is on a poor quality network where data corruption is likely, it is
recommended then Header and Data Digests are left disabled, as performance will be affected.

If the iISCSI bridge has had CHAP enabled, or the user wishes to authenticate the iSCSI bridge, click on the
checkbox ‘CHAP login information’ to enable CHAP. Now enter the username and target secret that was
configured on the iISCSI bridge. If the user wishes to authenticate the iISCSI bridge, select ‘Perform mutual
authentication’.

ﬂ Note: For mutual CHAP to be performed, the Initiator Secret must be set on
the general tab, and be the same as the one configured on the iISCSI
bridge.

The use of RADUS is beyond the scope of this guide.
Once the user is satisfied that all advanced options are correct click OK.
The user should now see a window as in Figure 35.

Add Target Portal (=3

Type the IP address or DMS name and port number of the portal you want
to &add. To select settings for the discovery session to the paortal, dick
Advanced.

IP address or DNS name: Part:

10.10.10.50 3260

| oK l | Cancel |

Figure 35 Adding an iSCSI Target
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Now click OK and the Microsoft iISCSI Initiator shall perform the discovery. This usually performs quickly but
can take up to a minute with multiple network ports.

Once the discovery is complete, the user should see the target listed in the Target Portals list. See Figure
36.

iISCSI Initiator Properties @
Favorite Targets I Yolumes and Devices | RADIUS
General | Discovery | Targets

Target portals

Address Port Adapter IP address
10, 10.10.50 3260 Default Default
Add Portal... ] [ Remaove ] [ Refresh

iSMS servers

Mame

l K ] [ Cancel Apply

Figure 36 Discovery complete

If the user has an iISNS-server then the address can be added in the iISNS-servers list by clicking Add. A
window should appear as seen in Figure 37.

Add iSNS Server =3

IP address or DNS name of server:

[ ok ][ conce |

Figure 37 Entering the address of the iISNS-Server

Enter the address of the iISNS-Server then click OK. The Microsoft iISCSI-Initiator will now query the iISNS-
Server and discover any iSCSI-Targets that are registered.
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13.4 Step 3 — Targets

Click on the Targets tab.

The devices discovered should now be listed and shown in Figure 38.

iSCSI Initiator Properties @
Favorite Targets | Volumes and Devices I RADIUS
General I Discovery | Targets
To access storage devices for a target, select the target and then dick
Log on.
To see information about sessions, connections, and devices for a target,
dick Details.
Targets:
Mame Status
ign. 1988-11.com.dell.b%ad 34:spi.6.0.0 Inactive
ign. 1988-11.com.dell.b%ad 34:spi.6.0. 1 Inactive
Details ] [ Log on... ] [ Refresh

Looc ][ caneel ][ appy

Figure 38 Targets Tab

In this example two iSCSI targets have been discovered. The first device is the tape drive, and the second is
the media changer. If no devices are displayed, check the settings used to do the discovery, especially the
CHAP settings then return to Targets tab and click Refresh. If still no devices are displayed, check network

cables and that the iISCSI bridge is operational.

To connect to one of the iISCSI Targets, click on one of the target names and then click the ‘Log on’ button.

In this example we have chosen the first target. A window should appear as in Figure 39.

Target name:

Log On to Target (=3

,1988-11.com.dell.b9ad34:5pi.6.0.

=

[7] automatically restore this connection when the computer starts

[| Enable multi-path

i Only select this option if ISCSI multi-path software is already installed
=~ on your computer.

[ oK l I Cancel

)

Figure 39 Connecting to an iSCSI Target
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If the user wishes to connect to the target automatically when the computer is booted, click the check box
‘Automatically restore this connection when the computer starts’.

Even if the user wishes to connect to the iISCSI Target using Multipath, they should not check ‘Enable Multi-
path’ Check box. This will be covered in a following section.

Now click on the advanced button to see the advanced settings. A window should appear as in Figure 40.

Advanced Settings

General | Ipsec |

Local adapter:
Source IP:

Target portal:

CRC [ Checksum
[ Data digest

-1
Connect by using
[Microsoftiscst mnitiator -
[10.0.0.237 -
[10.10.10.50 3260 -

[] cHAP logon information

[7] Use RADIUS to generate user authentication credentials

tual authentication

[F] Use RADIUS to authenticate target credentials

[]Header digest

Figure 40 Advanced Connection settings.
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This advanced settings page is the same as that of the discovery with one addition. On the ‘Connect by
using’ section the user can select the Target Port that he wishes to connect too. This is particularly useful if

the user is going to create multiple connections. In this example we have chosen to connect to the IP-
address 10.10.10.50 on port 3260.

To see how this relates to the iSCSI bridge configuration note the IP-addresses in Figure 41.

/215051 Bridge Management Console - Windows Internet Explorer _[=] x|

(e [Ar epiit0.10.10. 10jscst =l Bﬂ ‘X‘ [uve search \;JI\

Flo Edt Vew Favories | Tooks Help

Y4 4 A i5CS] Bridge Management Consale | |

D€ALL TL2000/TL4000 1Gb iSCS!

iScsI Target

) - B - b - | page v (hTock -+ 7

Bridge Control
Consale Home

Rebogt System
Logout

Support

Onling Help
Contact Support

1P Address
) ; 10.10.10.10
SIRVRRLHE U O e

10,10.1L.10

[Done

[T [ & miemet ESE
distart| |2} @ @ W@ || & issiBridge Manage... | 0 DTBM 1354

Figure 41 iSCSI bridge Network Configuration Page
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Set up the Digest and CHAP settings as described in stage 2 during the discovery phase and click OK.

This will now take you back to the window that was shown in figure 10. Click OK once more. The user
should now see the iSCSI Target connected. This is shown in Figure 42.

iSCSI Initiator Properties [
Favorite Targets I Volumes and Devices I RADIUS
General I Discovery | Targets

To access storage devices for a target, select the target and then dick
Log on.

To see information about sessions, connections, and devices for a target,

dlick Details.

Targets:
MName Status
ign. 1988-11.com.dell.b9ad34:spi.6.0.0 Connected
ign. 1988-11.com.dell.b3ad34:spi.6.0.1 Inactive

Details ] [ Log on... ] I Refresh

Lo J[ cancel ][ 200y

Figure 42 iSCSI Target Connected
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13.5 Step 4 — Viewing iSCSI Session Details

Now that the user has connected to an iISCSI Target, to check that the device is connected click on the

Details button. A window should appear as in Figure 43.

Target Properties

5essions | Devices | Properties

Es

This target has the following sessions:

Identifier

W] ffa74131c-4000013700000008 |

Log off... ][

Refresh

Session Properties
Target portal group: 1
Status: Connected

Connection count: 1

Session Connections

To configure how the connections within

Connections.

this session are load balanced, didk

[ OK ] [ Cancel

Figure 43 iISCSI Session Properties

In this window the user can view the iISCSI Sessions associated to the iISCSI Target, how many connections
are attached to each iSCSI Session, and the Target Portal Group. If the user clicks on the Device tab, he
should see details of the target device. Here we can see that the device is an IBM LTO Tape drive.
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Target Properties @

Devices | Properties

These are the devices exposed by iSCSI sessions to the target. Click
Advanced to view information about the device and configure the
multipath policy.

Devices:

Device Name MPIO Capable

IBM ULTRIUM-HH3 5CSI Sequential Device LTO Tape drive

[ Ok ] ’ Cancel Apply

Figure 44 iSCSI Target Device
13.6 Step 5 — Creating multiple connections (Optional)

If the user wishes to create multiple connections to an iISCSI Session, return to the Session tab in the Target
Properties window.

Click on the Connections button and a window should appear. This is shown in Figure 45.

"

Session Connections @

Connections

Load balance policy:

’Round Robin -

Description

The round robin policy attempts to evenly distribute incoming
requests to all processing paths.

This session has the following connections :

Source Partal Target Portal Status Type Weight (]

10.0.0.237(5... 10.10.10.50/... Conne... Active nfa al

1 [g T _i [
[ Add ] [ Remove ] [ Edit. ..

[ OK ] ’ Cancel ] Apply

Figure 45 Session Connections Page
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The Session Connections window shows how many iSCSI Connections are active and the type of load
balance used. For all iISCSI Sessions there will be at least one ‘leading connection’.

iISCSI connections can be added and removed at any time, all apart from the leading connection, which can
only be removed when the iISCSI Session is logged off.

The Load balance policy specifies how the data is distributed over multiple connections. The main policies
that should be used are ‘Round Robin’ and ‘Fail Over Only’.

Round Robin will utilize all connections for data and evenly distribute the data.

Fail Over Only will use the Leading connection for data transfer. If a connection should go down then the
data transfer shall switch on one of the other connections.

For most purposes Round Robin will provide the greatest performance increase.

If you have been experiencing a performance decrease when transferring data to more than one device
using multiple connections, please refer to the trouble shooting guide.
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To add a new connection to a session, click on the Add button and a new window should appear. This is
shown in Figure 46.

Add Connection ==

Target name:

o) Lo

Figure 46 Adding a new connection

Now click on the Advanced button to see the Advanced Settings. This is shown in Figure 47.

Advanced Settings @
General | Ipsec

Connect by using

Local adapter: Microsoft iSCSI Initiator

Source IP: [10.10.1156 -
Target portal: [10.10.11.50 / 3260 -
CRC [ Checksum

[ Data digest [T Header digest

[] cHAP logon information

[] Use RADIUS to generate user authentication credentials

Perform mutual authentication

[ Use RADIUS to authenticate target credentials

Figure 47 Advanced Connections Session

Select the Source IP-address and the Target Portal that you wish to connect too via the pull down menus in
the “Connect by using” section. When setting up multiple connections you ideally want to connect to
different ports and different network interfaces. In this example we have connected to 10.10.10.50/3260 as
the leading connection and the second connection will be 10.10.11.50/3260.
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The corresponding network configuration on the iISCSI bridge for the example above is shown below in
Figure 48.

&+ [P tp/101010 50 connections ~[ 43 x |[ tive seoren 2 -]

W 45 |4 Network Connections frem] Ko v B v dh = |k Page v & Tooks v

DAL 1.2000/TL4000 1Gb i

Network Connections.

Bridge Control
Console Home
Natwork Ping

bridgeworks
Baboot System
e 10.10.10.1
Support

Online Help
Contact Support
|

10.10.10.50
|

Link State:

RX By
RX Erro

[ ]
10.10.11 50

Link State: up

Done @ Internet | Protected Mode: Off R100% -

Figure 48 iSCSI bridge Network Configuration Page
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Set up CHAP and Digest then click OK. The user will now be brought back to the window shown in Figure
46. Click OK and now the user should see the Session Connections page with two connections. This is
shown in Figure 49.

Session Connections @
Connections

Load balance policy:

[Round Robin -

Description

The round robin policy attempts to evenly distribute incoming
requests to all processing paths,

This session has the following connections :

Source Portal Target Portal Status Type Weight ¢
10.0.0.237f6... 10.10.10.50/... Conne... Active nfa 0
10.10.11.56/... 10.10.11.50/... Conne... Active nfa 0
4| T | s
[ Add ] ’ Remove ] ’ Edit...
[ OK ] [ Cancel ] Apply

Figure 49 Showing multiple connections
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The user can add up to 8 different connections.

Once the user has completed setting up the connections, click OK to return to the iISCSI session page. You
should now see the number of connections increased. In this example we have 2 connections. This is
shown in Figure 50.

Target Properties (]

SESSIONS | Devices | Properties

This target has the following sessions:

Identifier
'[__-; FAFAfa741d31c-40000 13700000008

Log off... I I Refresh
Session Properties
Target portal group: 1
Status: Connected
Connection count: 2

Session Connections

To configure how the connections within

this session are load balanced, dick Connections

Connections.

[ 0K ][ Cancel J Apply

Figure 50 iSCSI Session with Multiple Connections

Now click on OK to return to the Microsoft iSCSI Initiator main window.

13.7 Step 6 — Logging off an iSCSI Session

To log off an iISCSI Session, follow the following procedure.
e Open the Microsoft iISCSI Initiator and click on the Targets tab.
e Click on the iSCSI session that the user wishes to log off and then click Details.

e Inthe Target Properties window, select the Sessions Tab and select the identifier that is to be logged
off.

e Click the Log off button. This will log off all connections associated with the iISCSI Session.

The session identifier should now be removed from the identifier list. Click ok to return to the main iSCSI
Initiator window. The iSCSI device should now show as inactive.
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14. Glossary

Broadcast-address - a type of networking address reserved for sending messages to all machines on a
given network segment.

Bridge - a hardware device to connect two topologies together.

CATS5E - Category 5 Ethernet network cabling enhanced - A standard of network cabling to allow data
transmission of speeds up to 1000 Mbs (giga-bit Ethernet).

CHAP - Challenge Handshake Authentication Protocol - An authentication technique for confirming the
identity of one computer to another. Described in RFC 1994.

CID - Connection Identifier - an initiator generated 16-bit number presented during the login phase which
uniguely identifies a connection between two iISCSI devices.

CPU - An abbreviation of central processing unit. The CPU is the brain of the computer.

Data Digest - a code used to insure data integrity of data blocks. Checksums and CRCs are common types
of digests.

Ethernet - IEEE 802.3 standard for LANSs (local area networks) allowing multiple computers to connect on
the same network using IP as the communication protocol.

Firmware - proprietary code that is usually delivered as microcode as part of an operating system. Firmware
is more efficient than software loaded from an alterable medium and more adaptable to change than pure
hardware circuitry. An example of firmware is the Basic Input/Output System (BIOS) in read-only memory
(ROM) on a PC motherboard.

Gigabit Ethernet - Ethernet technology that transmits data at speeds up to 1 Gigabit per second (Gbps).
GUI - Graphical User Interface - graphical user interface using icons and a pointer for operations.

IP-address - an identifier for a computer or device on a TCP/IP network. Networks using the TCP/IP protocol
route messages based on the IP-address of the destination. The format of an IP-address is a 32-bit numeric
address written as four numbers separated by periods. Each number can be zero to 255. For example,
1.160.10.240 could be an IP-address.

IPS - Internet Protocol Storage — IP-protocol classes or devices which use IP-protocol to move data in a
storage network. iSCSI is an example of IPS protocols.

IQN - iSCSI Qualified Name iSCSI naming convention that uniquely identifies every device. An IQN is up to
255 characters long.

iSCSI - Internet Small Computer Systems Interface A protocol to transport SCSI commands on IP networks.
This allows data storage devices to be linked together over IP-networks.

iSNS - allows automated discovery, management, and configuration of iISCSI from a central point.
LAN - Local area network. A computer network within a limited area.
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LED - Light-emitting diode.

LUN - Logical Unit Number - A LUN is a number which identifies a sub-element within a SCSI target device.
This is normally used to refer to the device itself.

NTP - Network Time Protocol is a protocol for synchronizing the clocks of computer systems over the IP
network. NTP as defined in IETF RFC 1305 is useful for synchronizing the internal clock of the computers to
a common time source.

RJ45 - A commonly used connector for networks.

Serial Attached SCSI (SAS) - SAS is a performance improvement over traditional SCSI because SAS
enables multiple devices (up to 128) of different sizes and types to be connected simultaneously with thinner
and longer cables; its full-duplex signal transmission supports 3.0 Gb/s. In addition, SAS drives can be hot-

plugged.

Subnet-address - the subnet-address is an extension of the IP-address allowing a single IP-network
address to be used for multiple physical networks. Gateways and hosts using subnet-addressing divide the
host portion of the address into a subnet-identifier and host portion.

Switch - a network communications device that routes packets (messages or fragments of messages)
between nodes across virtual circuits.

TCP/IP - Transmission Control Protocol/Internet Protocol. TCP is a protocol that insures packets are
delivered in order, error free.
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